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A. Personal Data in Relation to COVID-19
1. Are personal data obtained from individuals in relation to COVID-19 covered by
law? What is its classification?
Information about an individual’s health, including his or her current health records,
constitute sensitive personal information. Disclosing such health information is
generally prohibited under Philippine Data Privacy Laws, primarily Republic Act No.
10173 (the Data Privacy Act of 2012), when the information, if put together with other
information, would directly and certainly identify an individual. The health information
may be disclosed if it does not allow identity of the person involved or if such person
consents to disclosure of the personal information.
Philippine Data Privacy Laws also provides other exceptional circumstances when
sensitive personal information can be processed absent the data subject’s consent
such as when processing of said information is provided for by existing laws and
regulations.
2. What are the lawful criteria for processing personal data under the law?
There are different criteria for lawful processing of both personal and sensitive
personal information.
The common criteria for the processing of both personal and sensitive personal
information is obtaining data subject’s consent. If consent is not available, other
applicable criteria for lawful processing includes:
Personal Information

Sensitive Personal Information

• The processing is necessary for compliance
with a legal obligation;
• The processing is necessary to protect
vitally important interests of the data
subject, including his/her life and health; or
• The processing of personal information is
necessary to respond to national
emergency or to comply with the
requirements of public order and safety, as
prescribed by law.

• The processing is provided for by existing
laws and regulations, which does not require
the consent of the data subject and guarantee
the protection of personal data;
• The processing is necessary to protect the life
and health of the data subject or another
person, and the data subject is not legally or
physically able to express his/her consent
prior to the processing; or
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Personal Information

Sensitive Personal Information
• The processing is necessary for the purpose
of medical treatment that is carried out by a
medical practitioner or a medical treatment
institution, and an adequate level of
protection of personal data is ensured.

3. In the event that criteria for lawful processing of personal data are established, is
there any other obligation imposed on the person or entity collecting or
otherwise processing such personal data?
Yes. The person or entity collecting or otherwise processing such personal data must
still comply with the general principles of Transparency, Proportionality, and
Legitimate Purpose.
(a) Transparency – the data subject must be informed of the purpose for, and
extent of, processing of his or her personal information.
(b) Proportionality – processing of the personal data should be adequate, relevant,
suitable, necessary, and not excessive in relation to the declared and specific
purpose of such collection, processing, and disclosure.
(c) Legitimate Purpose – the purpose should not be against laws, public policy, or
public morals.

4. Is the Department of Health (DOH) allowed to collect personal information of
patients suffering from COVID-19 for purposes of monitoring the outbreak and
contact tracing?
Yes. The DOH is a public authority performing regulatory functions and is therefore
permitted to process personal data for the fulfillment of its regulatory functions. The
only requirement is for the DOH to comply with the requirements under the Philippine
privacy laws (such as the general principles of transparency, proportionality and
legitimate purpose) as well as the implementation of appropriate security measures
to ensure the confidentiality of the personal data it has collected and/or processed.
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The National Privacy Commission (NPC) Commissioner Raymund Enriquez Liboro
released a statement last 10 March 2020 following the declaration of a public health
emergency by the President of the Philippines. According to Commissioner Liboro,
the provisions of the Philippine privacy laws do not prevent the government,
especially public health entities, from processing personal and sensitive personal
information when necessary to fulfill their mandates during a public health
emergency. He believes, however, that disclosing too much information about
individuals afflicted with COVID-19 will be counter-productive and may discourage
potential patients from seeking medical help. Commissioner Liboro also stated that
only necessary information to facilitate contract tracing should be collected and
disclosed to the public such as travel history and frequented locations.

B. Guidelines for Employers in Relation to Employees with Suspected or
Confirmed COVID-19 Cases
1. Can employers request their employees to disclose information in relation to
travel history, medical conditions, and proximity to persons under investigation?
Yes, employers may request its employees to disclose. In such case, we recommend
that employers comply with lawful criteria for processing of personal information as
prescribed under Philippine Data Privacy Laws. This includes obtaining employee
consents to processing of such information, including consent to disclosing such
information when requested by governmental authorities.
2. When employees are suspected or confirmed to be suffering from COVID-19, are
employers required to disclose to: (a) government authorities, and (b) the public?
Any person suspected to be suffering from COVID-19 and displaying symptoms is
encouraged to contact the DOH hotline under issuances of the DOH, the Department
of Labor and Employment, the Department of Interior and Local Government, and the
Inter-Agency Task Force for the Management of Emerging Infectious Diseases.
Employers may carry this out for the employee on his or her behalf.
If an employer wishes to make a report to the public regarding a suspected or
confirmed case, there is no necessity of disclosing the employee’s personal
information. Reports can state that a case is suspected or confirmed without stating
an employee’s name, designation, or any other personal information that would tend
to identify such employee.
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C. Complaint Mechanisms
1. What should I do if the information requested of me is excessive, unnecessary, or
not proportional to the purpose stated?
You may refuse disclosing information to extent that the request is excessive,
unnecessary or disproportionate.
Philippine Data Privacy Laws also provide that data subjects have the right to erasure
or blocking, which allows them to withdraw or order the removal of their personal data
from processing, upon discovery and substantial proof that:
(a) The personal data is incomplete, outdated, false, or unlawfully obtained;
(b) The personal data is being used for purpose not authorized by the data subject;
(c) The personal data is no longer necessary for the purposes for which they were
collected;
(d) The data subject withdraws consent or objects to the processing, and there is no
other legal ground or overriding legitimate interest for the processing;
(e) The personal data concerns private information that is prejudicial to data
subject, unless justified by freedom of speech, of expression, or of the press or
otherwise authorized;
(f) The processing is unlawful; or
(g) The personal information controller or personal information processor violated
the rights of the data subject.

2. What should I do if I believe that a person or entity is collecting, processing, or
disclosing my personal data without a valid justification?
You may raise the matter to the attention of the person or entity committing such
violation before bringing a complaint before the NPC. Specifically, before filing a
complaint with the NPC, the following requirements must be met:
(a) The data subject has informed the person or entity allegedly committing the
violation of such violation;
(b) The person or entity conducting the unauthorized processing of personal data
does not provide appropriate action within 15 days from receipt thereof; and
(c) The complaint is filed within six (6) months from the occurrence of the alleged
violation or 30 days from last communication with the person or entity
committing the violation.
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3. What can employers do in the event that a complaint for breach or violation of
data privacy laws has been lodged against them?
Organizations are expected to have breach reporting mechanisms in place, as well as
measures to address possible violations of data privacy laws established as part of
their internal policies.
If an employer receives a complaint from a data subject, the employer has 15 days to
undertake appropriate action to address or remedy the complaint. The organization
may show that it has or intends to address the breach in accordance with its internal
breach policy.

Disclaimer and Limitations — This advisory is intended to provide general guidance to clients
of PJS Law only, based on laws and issuances as of the date stated above. Please confirm with our
lawyers for possible updates or contact pjs@pjslaw.com if you have clarifications or other
concerns.

6 of 6

